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| Introductions

Catriona Stephenson Gemma Buckley

Senior Sales Engineer Sales Manager, Europe
Riskonnect Inc Riskonnect, Inc.
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| Riskonnect at a Glance

Technology that integrates, connects, and correlates
risk relationships for a clear vision of risk impact and

Industry Leader

inﬂuence across the extended enterprise_ Riskonnect is the ONLY vendor covered & ranked in the

Leadership and Visionary Quadrants of the most respected
industry analysts across integrated risk management.

Compliance

Poli "
s Enterprise Gartner FORRESTHR RMIS
: Risk o == Magic Quadrant //_m
N / 4 <2 \/TEHY'-//
: Insurable Risk .
Internal = ! g!& - 63% oooooo

~ Controls Governance, Risk
' ' & Compliance

INTEGRATED
. ANALYTICS &

Market Leader

4 T Global Presence
_Inie_rnal Audit M(é?‘:ﬁr;ﬂzm
' N ' Over 2,400 customers across 45 countries
Business Confinuity 1,100+ risk professionals
Operationel & Resilience Emargenc) P

! e Notification
Technology Resilience \ ;

A global service network of industry experts
Rk

Threat

Crisis Intelligence

Management

Environmental
Social

Governance
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! Who are Riskonnect?

Around 800

Customers & 253

staff across
Europe

Leading provider
of Integrated Risk,

software

RMIS & Resilience

J

Staff with German,
Spanish, and
French language
capabilities

J




Agenda

Data and Al Trends in Risk Management
ntroducing Intelligent Risk

Riskonnect Intelligent Risk Use Cases
Benefits
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Trends Impacting Risk Management - Al

62% of companies currently or WHERE IS YOUR ORGANIZATION
_ _ ON THE ADOPTION CURVE
plan to use Al in risk OF UTILIZING GENERATIVE Al
IN ITS BUSINESS?
management. o1 ®32"
Top Use Cases for Al in Risk Management !:u"i!r ted Don't know/not sure
Impiemente
35% @
Early stages
6-@®
10 Actively
building
m Risk forecosting W Assessing risks 11:'L .
w1 s @15 Pilots or limited
- P Partially implemented applications

Source: Riskonnect, Redhand Advisors
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I Value Al Brings to Risk Management

« U Competitive Advantage

. Trust & Transparency

* ' Business Continuity & Resilience

« U Better Human-Al Collaboration




| Adoption is Not Easy

What Challenges or Barriers Have You Faced in Adopting Al
Within Your Organization?

Securty and Privacy Conces

Understanding Al Capabilities 4B
and Limitations
Cost and Budget Constraints [T 2N

Integration with Existing Systems g
Ethical and Bias Concemns

Reqgulatory and Compliance Issues

Technical Expertise
Data Quality and Availability

Source: Redhand Advisors
skonnect 9




| What is Intelligent Risk?

The process of assessing, managing and mitigating
risks by leveraging Al technologies to drive innovation
and efficiency







| Intelligent Risk

Accelerate decision-making with a Automate routine tasks with Simplify insights from large amounts
team of virtual risk experts to quickly the power of an Al-based risk of data into something understandable
resolve even the most complex intelligence engine. — and actionable.

issues.

* Automated Workflows

« Data Analytics

+ Predictive Risk Modelling

+ Compliance Monitoring

* Natural Language Processing
* Scenario Analysis

+ Dashboards

* Next Best Action

skonnect




| Innovation — Intelligent Risk

Augmenting human expertise with embedded analytics, machine
learning, and Al to optimize risk management decisions

L’




! Riskonnect Intelligent Risk Framework

GUIDE

Leverage interactive dashboards and
reports to track critical KPls, trigger alerts,
and discover meaningful insights.




! Riskonnect Intelligent Risk Framework

PREDICT

Use Al and predictive analytics to reveal
—— unknown patterns in the data and
optimize future outcomes.




! Riskonnect Intelligent Risk Framework

ASSIST

Apply Al to automate repetitive tasks.
AceicT OREDICT Extract and summarize information from
complex documents.




| Riskonnect’s Innovation Journey 34 e
Risk

Tabletop
Bﬂa Scenarios

~~- Risk

@ Rules Engines - suggestions

Z8(2) FROI/SROI, Indemnity,
Chargebacks

Wt .
T I Data Analytics

X A
Resilience Plans

OCR
¢~ Technology
Q‘ﬂ Monte Carlo

() . .
Simulations

(82 Workflow
Automations
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| Intelligent Claims Processing

» Next Action Suggestions

- Auto Coding * Full Workflow Automation ] ]
« Document / Notes Summarization What-if Analysis

- Addition of missing data Loss Forecasting
¢ ¢

CLAIM CLAM 04 payMENTs 05

INCIDENT 01 CLAM (2
: STEP REPORTING  ¢p ASSESSMENT grep MANAGEMENT g 3 STEP

o ‘ ®
« E-mail in FNOL * Auto assignment of claims . ﬁfatﬁrg?;z(:ezzf:ents
« Al-Assisted Intake reporting * Predictive Modelling
« Auto conversion of Incident to
Claim

skonnect




Q, Claim Search ~ Q Pelicy Search  Q Property Search

skonnect

Claim Notes Summary: Demonstratlon ,_
d G F@a2za @

he RMIS Home  Chatter  Accounts s~  Incidents ~ Claims Occurrences v Hierarchy Tree Policies ~  Policy Maps ~  Litigation -~ Properties Request Center Dashboards Reports  ~ Report Manager  Logged Emails *More v 4

Claim
328802 Zip Attachments ‘ Edit ‘ Clone ‘ Change Status ‘ View Motes ‘vl

Claimant Name Coverage Major Date of Loss Status Net Incurred Net Paid
Martin, Joseph wC 6/11,/2020 Open 0.00 0.00

Details Financials Notes Work Status Related Text Messages Files Communications Summary Notes History |. Claim Litigation
Litigation Name Date Filed Legal Status

» Claim (Incident) Information Boggs vs. RK Holdings Attorney Representation
Claim Number Coverage Major
328802 S we 4
Occurrence Number €@ Coverage Minor @ @ Latest Summary Notes

s Workers Comp Lost Time s
Cccurrence Claimant Last Mame @
Date of Loss @ Claimant First Name @
6/11/2020 #  Joseph s .
Incident Time @ TPA Carrier Creethst

#  Self Administered 4 Claimant Contacted

Policy @
123456789 4 Reserve Set
Location Adjuster @
: 4 o’ ° Location

State of Jurisdiction @ Status €

s Open i ° Policy
Currency Code @ Legal Status @
usD s Attorney Representation k4 Clari Clnsed
Claimant SSN Last4 @ State Claim Number @
HOOK-KX- s
Claimant SSN Fatality Flag @ | | [ rm =




What’s New

RCA Suggested Corrective Actions

suggest Corrective Actions

Tha following Al suggestions
5ol 5 itams » 0 ftems selected
[ Coavective Actions Heme Carrective Actian Description
Ensura thai drivers ara gisen dasr and comprebanzie oi-
Erbance Sie Dunsction Communication rections to the sie inchuding specic routes and landmarks

N — Brainstorm with the

Impreve Communication Sharneks far drivers 1o conbact the site ar dispstch for immedate
saxiviance,

L
Provide diivar ainieg focuiing oo talli awananik and af-
Traffic Awareni=s Trainig Tective Beaking Technngues 1o reduce the risk of sudden
£0ps.

mplament st peotooals requinng that bosds sne comectly

Erdcee Load Sequrity Procedures
o and securely fatened before commencing trareport.

ek & ke masdating that difvers Soulle-chick that

Manelgtony Lowd Check their load it xacurs befars departing the sits

POC Complete
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Monte Carlo Templates

N

Q, Search..

ACME Group | Templ... ~ % Business Combinatio.. ~ X Recently Viewed | Bu.. ~ % Mew EMEA Project | ..  ~ X

Recently Viewed ~ E] E]

1 item = Updated 6 minutes ago m- c
l Q, search this list.. l
[[] Recently Viewed . &

D ACME Group

(x[+]

- BN W

-

ACME Group | T... Business C.. v X RA-DDBTE .. ~ X Risk Asses.. ~ X Deprecate.. w X

Template
ACME Group

A This table includes some auto-calculated distribution values. These are shown highlighted in yellow below. These records will not appear in search results.

Select Records

=

All ~
ltem(s) Selected - 47 Loaded ltem(s) Q, Search .. l
@] Name 1 Best Case v | MostLikelyC... »» | WorstCase  ~ | Likelihood “ | Distribution | Type v
Fe
3PL Cybersecurity
US%25.00 US$50.00 US$75.00 50% Triangular Threat
Effectiveness
A.10.1 Deceptive
US$1,000,000.00 US$2,000,000.00 US$3,000,000.00 23%  Triangular Threat
data encryption
A.11.1 Physical
D vulnerability of US%$1,000,000.00 US$2,000,000.00 US$2,000,000.00 95% Triangular Threat
processing facilities
A.11.2 Disruption of
D US$1,000,000.00 US$2,000,000.00 US$3,000,000.00 78% Triangular Threat
business operations
A.12.1 Faulty
D information US%$1,000,000.00 US$2,000,000.00 US$2,000,000.00 78% Triangular Threat
processing
A12.2 Exposure to hd

l Edit ‘ Delete ‘ Clone

Details Activity Chatter Files

v Information

Template Name Owner

ACME Group £ @ GaryClark Y
v Options

Bins @ Sensitivity @

10000 s 5 £
Iterations @ Seed @

10000 s 464 4

Plot Lines

P8O

B - Percentile - 80%
P60

B - Fercentile - 60%
500000

B - Cost - US$50,000,000.00

Field Groupings

Residual




What’s Next
Document/Attachment Description & Summary

In the Al Lab

A 45-year-old male patient, Firsthame
Lastname, is experiencing low back pain
likely due to prolonged standing and heavy
lifting at work. He underwent a physical
therapy assessment and was prescribed a
course of treatment including exercises,
modalities, and education on proper body
mechanics.

Details Claims Safety Files

Files (1)

Untitled document
" Sep 20, 2024 « 42KB + pdf

Key Takeaway:

The patient's low back pain is likely work-
related and is being treated with physical
therapy, with a follow-up assessment
scheduled in 2 weeks to evaluate

Nraarass.

skonnect



What’s New

RCA Suggested Corrective Actions

@:‘“ Possible Use Cases:

Automate Recommendations: Suggest related records for
risks, incidents, and controls.

Enhance Risk Linkages: Connect key elements across risk
management workflows.
Brainstorm with the

click of a button Drive Efficiency: Streamline decision-making with automated
record associations.




! Intelligent Resilience

Instantly simulate thousands of risk scenarios
to enhance operational resilience, support
continuity, and quickly adapt to change. D -

« Continuously monitor data and receive alerts when
specified thresholds are breached.

Governance, Risk
& Compliance

Business

« Stress-test a plan or exercise against a plausible |
. . . . Internal Audit Operational Resilience

scenario to expose gaps and misalignments in 3 .
response and recovery methods.

« Convert complex data into meaningful, highly
interactive reports to enhance decision-making

skonnect 24




Cg@ Q, Search.. |*|'| é‘v\ ') 13: '!- ':..
555 Enterprise Risk Home  Reports ~  Dashboards s  Org Hierarchy  Business Units w~  Objectives ~ Risks ~  Controls ~  RiskEvents ~  Issues Risk Templates - Matrix Scoring Schemes s~ Scoring Categories s Heatmaps E

Risk I

Bribery and Corruption Assess Controls Al Generated Controls Control Effectiveness Schedule Assessment | w
Business Unit Risk Owner Category Inherent Ratin Residual Rating Last Assessment Date

Marie Ecwards Operational 22/05/2024, 15:16
" = - - - = . ® . y L |
Details Bow Tie Relationship Assessment Metrics Suggestions Files Actions Issues Related
Suggestions l i~

> Bribery and Corruption
View Risk

> @ Forgery

View Risk

> Employ individuals who have the appropriate staff qualifications, staff clearanc

Create New Control

> @ A.B.1 Poor implementation of infermation security
View Risk

b A5.1 Non-compliance with laws and business requirements
View Risk

riskonnect




I Why Intelligent Risk?

Enhances Decision-Making
Identifies Hidden Patterns & Threats

V4 V4 V4
< K 4 <

Improves Efficiency & Cost Savings

Supports Compliance & Governance

V4 WV 4
< K 4

Empowers Innovation.




| Afew steps you can take now

« Create an Al plan. Even if you aren’t incorporating Al directly into your operations, chances are
you will encounter Al risks, at the very least through phishing and other cybersecurity threats.

« Train your workforce on Al. Empowering staff to spot Al risks is critical for mitigating these
threats. Equipping your team to use Al tools in the right ways enables them to work faster, smarter,
and more strategically.

« Conduct scenario planning. Prepare for various crisis scenarios. Map out the resources you
would need and actions you would need to take to continue operations in these situations.

« Ditch the spreadsheets. Data integrity and decision-making problems will exist as long as
spreadsheets are relied on for managing risk.

* Invest in technology that helps combat the full spectrum of risk.

skonnect 27
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Integrations

Products

ORACLE
PRIMAVERA

Primavera Pé

Import project schedules, link risks
and simulate costs and completion
dates.

servicenow.

Service Now

Sync application core datato keep
information up to date.

Riskonnect’s Integration Solutions

Unlock the power of your risk data with popular integrations.

Yeverbridge

Everbridge

Directly send and manage critical
event and emergency notifications.

() twilio

LY B
Twilio
Directly send, manage, and report an
business continuity notifications,

and integrate with text messaging
for claims and incidents.

ONSOLVE

By CRISIS24

OnSolve

Directly send and manage critical
svent and emergency notifications.

N\
OFORTIFYDATA

FortifyData

Access financial risk ratings to
enable approval and monitoring of
partners, vendors, and suppliers.




| Intelligent GRC

Add an Al boost Connect risk Enhance human Share insights
to quickly define information with intuition with Al- and collaborate
policies, controls, relevant internal based insights seamlessly
and complex and external data embedded into across the
compliance Into a single risk systems organization
requirements for source of truth. workflows.

more effective

governance.

skonnect 29




Accurately visualize, assess and mitigate risk

. . . C‘g)i.r‘)iskonnect. | MAPTYCS
with Geospatial Intelligence

Faced with increasingly complex and higher risk exposure, it is more important than ever to have access to accurate, reliable, and timely data. Riskonnect is
partnering with MAPTYCS® to offer a fast and streamlined approach to managing risk using geospatial intelligence and a suite of external risk datasets.

The MAPTYCS® integration will:

 Provide more accurate risk exposure management for
improved risk prevention and loss control

N

Augment risk Visualize geospatial Automated alerting to
information with data data to understand why quickly respond to an
from NOAA, USGS, some locations are impending natural

XWeather, and more. more risk-prone catastrophe

« Allow you to anticipate and manage crisis proactively
via real-time weather event monitoring

« Improve risk transfer negotiations with accurate data
and comprehensive renewal submissions

ABOUT RISKONNECT ABOUT MAPTYCS

Riskonnect is the leading integrated risk management software solution MAPTYCS® is a geospatial solution for property risk exposure analysis and event
provider. Our technology empowers organizations with the ability to anticipate, response. Our platform manages property portfolios data combined with external
manage, and respond in real-time to strategic and operational risks across the location risk intelligence data from renowned third-party providers and

extended enterprise. More than 2,700 customers across six continents partner governmental agencies. It helps risk professionals to assess property risks across

with Riskonnect to gain previously unattainable insights that deliver better portfolios or at a single location level, track accumulations of values in any
business outcomes. Riskonnect has more than 1,500 risk management experts geographical perimeter, and mitigate and project losses in real-time.
in the Americas, Europe, and Asia.

For further information, contact the team at Riskonnect 770.790.4700 | sales@riskonnect.com




riskonnect.

Integrated Risk Management Solutions™

About us . ; .
= Visit us at Stand 4 in the
Riskonnect is the leading integrated risk management eXhibition ha” e

software solution provider. Our technology empowers
organizations with the ability to anticipate, manage, and
respond in real-time to strategic and operational risks
across the extended enterprise.

Committed to product development. CONTACTS N
e

>y
Riskonnect has a strong track record of investing in _. N
product development for the benefit of end users, Gemma Buckley _—
driving broader adoption across the enterprise. Over Sales Manager - Europe
the past six years, the company has consistently Gemma.buckley@risko m il
updated its integrated Risk solution either through -
development or acquisition. In this way, Riskonnect /"
is empowering organizations to take a more risk-
based approach to every aspect of business, by ; e s
engaging business users at all levels, to gather more ' =
information, thus presenting a more complete
picture of integrated risk management associated
with senior management consistently, measurable
and actionable.

Riskonnect
www.riskonnect.com



http://www.riskonnect.com/

Gemma Buckley (Taylor)

Risk, Business Continuity, Resilience
and Crisis Management Software Sp...

sannect.



| 5 Ways to Connect your Risk Data

« Standard APIs. Connect your systems to Riskonnect data models with APls designed to work
right out of the box.

« 2. Standard connectors. Save time and effort with ready-made integrations with trusted third-
party solutions built directly into Riskonnect.

« 3. Base product integrations. Access third-party data directly within Riskonnect, with options
for customization.

« 4. Standard data services integrations. Quickly and easily load data from specific providers
with predefined formats, making imports and exports a breeze.

5. IRM data sync. Automatically sync your data across all Riskonnect products, so everything
Is always up-to-date.

skonnect 33




What’s New

Total Cost of Enterprise Risk Dashboard

Residual Cost of Risk Cost of Controls

$47.07M

$51.59M

Costs by Category
4" Risks

Inherent Cost Residual Cost Cost Reduction

Ot _ 557.44_ e IVI- i
A - e - . - 313 aEm
Information Technology I $5.00M I 5543.75K I $4.46M

Strategic I $8.21M . $6.27TM I $1.94M

Costs by Business Unit

Inherent Cost Residual Cost Cost Reduction

AEE EMER - 570.6EM_ = c,Dh- i
Acme Americas . $23.25M - $14.74M

Acme Group IT I 32.28M $54375K I $1.73M

$851M

Acme Group Finance | $1.40M $17.50K

$4.53M

Inherent Cost of Risk Reduction in Cost of Risk

$97.58M  $50.51M

View Risk Cost Change as...

Relative v

Risk Reduction vs Control Cost
Risks in the upper right have had the largest reduction in the cost of risk for the smallest eost of contral

74 Controls

120

D

Risk Reduction Cost or Percentage

40

i

20
0 10 20 30 40

Cost of Control or "Cost Reduction to Control Cost’ Ratio

Review the
performance of

controls in
monetary terms

50

Innovation

Integration

Deliver Value

View of Risk



What’s New

Technology Risk Dashboards

Threats Critical Threats Impacted Customers Impacted Services Impacted Assets

Monthly Revenue at Ri

$554K 33 8 13 8 20

Revenue at Risk and Threats by Customer Services
Threat Status

Revenue Threats Ravenug Threats

VirtuVault $327 00K 4

b —om - Exp |_0 re C?m plex
= =N relationships and

BxconMobil (North Amarica) - $42.00K
20
m.m - .

cigna - $36.50K
0
S— 572,00 7
=] R o u n e rs a n

I m

McKesson Corporation - $34.00K

UnkedHealh Group - $33.00K

i

ExxenMabil (Eurape) . $30.00K

soee [l 52503 -
SateCyner 354.00K - 3
Microsoft . $25.00K - 5 N .
Business Unit Top 20 Impacted IT Assets Threats by Impact and Age with Customers |
Size of symbol indicates number of sffected Customers
Target Corp [ 325.00K 6 Nets 2 Revenue Thraats
vennervork DD ¢ 400K
ups | 30.00 - v informatian Technaiogy # - 1 Fiteit Crarge 5 I 332 00K 1
Datal apoiio-0105 I 5327 ook NI 3
Aegacon-0t02 [ s1ss50k NN 2
Research & Development 7 300K
volP Nework I 514550 [ 1
Her. 1 [ s11150¢ I H
Anaiytics [l $123% b M sosook 0 =
viware N vm [l 598 00 - £ 200k
Viware vSphere Ha Custer [l 598 00K R 2
D!'{ﬂpsl“‘zK .s Ubiquiri Uniei ap Ac pro Il s72.00k |_K 5
NS EC targe Il 572.00¢ |_E E
zZeus-021 [l s7200¢ ____E}
100K
Supermicra s X
- ¥ Supermicra SuperServer [l 5 -
viware 530 vid [l 362, K
#ehena-0102 [l $51.00¢ R .
Viaara vSphara v il 551 00K B L
Cloudops [l 372K weN 0010 [ s34.00 K [
o 2% ax 5K &K

AppieTv 4k [ 534.00¢ | K
Threat age (days)

Innovation Integration Deliver Value View of Risk




! Why Intelligent Risk

. . Plan
Augment human expertise with Analyzer Auto

- . Assi t
Al-powered decision-making to Auto Coding conmen
help organizations:

- Enhance productivity

Business
Resilience Plans

. Litigation
* Resolve complex issues Suggested Propensity
. Corrective Action
quickly
- B i Policy Summation &
OOSt accuracy Translation ASSIST e Monte Carlo

Simulations
Table Scenario

Assistant Claim

Reserving

Category
Classification

skonnect




I What’s Next .
Interconnected Risk

 Risk contains many complex relationships
which are difficult to visualise even when
they can be identified and documented.

set price collapse

Retrenchment from globalization (emerging)
ion (davelopad)

* A big challenge is assessing the impact of ph, T
new and less understood concepts — s o,

" ] . M . | b . . -_.-‘ \O‘_I;:;:—F;Garc“flrn ghts ficat
» We are conducting investigations into: e @) e RS
MatCat: Earthquake o O, OEiggi

* Visualisation of Relationships e - Q

X . b.’NaiICat Coastal flooding
: _ o _ y O tectois ks, NGt Tiand oy
« Surfacing of Relationship intelligence ‘in-

a p p Manoparticle towicity O

« Combining different types of relationships
and the methods of identification

skonnect
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Addressing the New Realities and Risks in 2024
and Beyond

Riskonnect’s New Generation of Risk Survey revealed
that while companies’ top concerns have shifted
over the past year, risk management approaches
largely haven’t evolved fast enough, and key gaps
remain. The data also suggests that risk management
is increasingly seen as a strategic business function,
but continued investment is necessary to keep up
with the changing risk landscape.

Download: https://riskonnect.com/content-
library/new-generation-risk-report-2024/

skonnect 38
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