Executive Director, Sustainable

e : Former VP Procter & Gamble
Resilient Value Chains, EPFL

Globla Cyber Security



What is Supply Chain Resiliency
2-3 slides



What are the resiliency challenges?
1-2 slides

(including cyber security risks)
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Protect Yourself

Share W

DON'T WAIT TO BE ATTACKED
PREVENTION STARTS NOWS!
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CMA CGM warns cyber attack may have caused data
breach

Eric Johnson, Senior Technology Editor | S¢

it DWEFf @

Cyber criminals have disrupted beer production at Molson Coors, one of the world’s
largest brewers

Transport for London - Sept 2024

Molson Coors — March 2021

Production of Duvel beer hit by cyber-

attack "
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Peer Selection
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Cyber Resiliency

How to improve

1. RISK ASSESSMENT ‘ 2. BUILD STRATEGY

o

6. RE-ASSESS & RENEW | > 4 - W 3. SELECT SOLUTIONS

o]

o A

5. DEPLOY & MONITOR i =5 4. ORGANIZATIONAL DESIGN



Cyber Resiliency

The roadmap to cyber security resiliency

RISK ASSESSMENT ‘ | BUILD STRATEGY

Risk & Impact Analysis and
Compelling Business Need (CBN)
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RE-ASSESS & RENEW | ) SELECT SOLUTIONS
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Cybersecurity risk

Cybersecurity risk is the potential for exposure
or loss resulting from a cyberattack or data
breach within an organization.

5/5/2025
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WHAT’S THE INFORMATION SECURITY RISK?
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The cyber threat landscape is becoming increasingly complex as we see threat actors blend methods and motivations of other threat actors

Hacktivists Y Cybercriminals

Typically operate with a high degree of
persistence and stealth against high profile
. corporations and foreign governments, but
Could potentially bypass are also capable of highly disruptive
biometric solutions by attacks
“Apple Pay has numerous protections for users’ own credit cards. But targeting authentic data
researchers claims it's easy to add stolen cards to the app, helping stored on a customer’s State Sponsored Espionage (Stuxnet)
fraudsters circumvent protections designed to prevent cloned cards.” - mobile device Market Manipulation (M&A)
Forbes, March 1, 2016 Competitive Advantage (contract
negotiations, trade secrets)
Uses commoditized exploit kits | Military / Political objectives
along with botnets and other
automated attack vectors to
I maximize financial returns I
while minimizing hands-on
Anonymous’ Operation Icarus has attempted effort
to initiate DDoS attacks against a variety of
global financial institutions. Data Initial

Exfiltration Exploitation
| Disrupt operations through pDos|

I attacks, website defacements, I
and/or negative social media “FireEye researchers Tao Wei and
| postings Yulong Zhang outlined new ways to

attack Android devices to extract user Privilege Command
fingerprints.” Escalation and Control
-ZDNet, August 5, 2015
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Attacker resources and risk level

+ An advanced persistent threat (APT) is a set of sophisticated, stealthy and continuous computer attacks often targeting a specific entity with business or political
motives. The processes used involve a high degree of covertness over a long period of time using sophisticated techniques to exploit vulnerabilities in systems.
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Lindep SYSTEM ENOS IN
UNDEN, NI

¥ Baltimore

+— Richmond
<« Norfolk

Meridian
b

SYSTEM STARTS
IN HOUSTON. TX

Discovered Aug 2020 DA RK S I D E
=

Apolitical group (focus S)
Highly-targeted attacks
Based in Eastern Europe
Ransomware developer
RaaS Provider
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Industrial Controls Systems (=

Operating Technology (OT) Domain
S By S~

IT Domain Purdue Model

Typical Focus

Management level

Enterprise Resource Planning (ERFP)

Planning level

Manufacturing Execution System (MES)

Supervisory level

SCADA, Historian and HMI

Control level

PLCs, PIDs and DCS

OT Domain
100x microprocessors
versus IT Domain

Field level

Devices, actuators and sensors

Communication
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Risk Assessment Models

Quantitative - Assets and risks receive S values

Qualitative - Categorize risks on rough scales

Semi-quantitative - Numerical scale, such as 1-10 or 1-25

Asset-based - Hardware, software, and networks that handle data.

Vulnerability-based - Examination of the known weaknesses, deficiencies & threats

Threat-based - Evaluate the conditions that create risk across enterprise including people
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Procter Gamble ° oge
. The roadmap to cyber security resiliency

i 2. BUILD STRATEGY

Establishment of risk
prioritized plan & policies

1. RISK ASSESSMENT | R4

6. RE-ASSESS & RENEW | ) - 3. SELECT SOLUTIONS

5. DEPLOY & MONITOR

05/05/2025



Compelling Business Need
Provide a collective sense of purpose

/P&G

YouTube

To protect the company and its stakeholders, including employees,
from a business and reputational loss due to a security breach
Incurring loss of critical information or an impact to operations

Protect, Detect & Respond to Cyber Threats that could impact
Product Supply Manufacturing & Distribution

Continuous


https://youtu.be/y1SDV8nxypE

(g

ECOLE POLYTECHNIQUE

BUILD ON INDUSTRY FRAMEWORKS

&
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Protection is IDEAL — Detection is a MUST (but needs an operational Response Capability).

Three most implemented frameworks.

1. NIST (Natfional Institute Standards & Technology) Cyber Security Framework (P&G adopted)
2. ISA/IEC 62443 (P&G added for additional OT perspectives)
3. ISO 27001

Capability Description

Identify What processes and assets need protection?

Implement appropriate safeguards to ensure protection of the
enterprise’s assets

Implement appropriate mechanisms to identify the occurrence of
cybersecurity incidents

Respond Develop techniques to contain the impacts of cybersecurity events / \

Implement the appropriate processes to restore capabilities and \ ‘ /

Recover services impaired due to cybersecurity events
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The roadmap to cyber security resiliency

BUILD STRATEGY

/ o 3
RE-ASSESS & RENEW Yy , gf SELECT SOLUTIONS

Selection of appropriate tools
-/ and services

RISK ASSESSMENT b

o. 3'. |

DEPLOY & MONITOR

ORGANIZATIONAL DESIGN



SELECT SOLUTIONS

A constantly changing complex environment

(including on-site JIT

operations)
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The roadmap to cyber security resiliency

RISK ASSESSMENT Wb B BUILD STRATEGY

RE-ASSESS & RENEW | ) SELECT SOLUTIONS

DEPLOY & MONITOR T | ORGANIZATIONAL DESIGN

Organizational design and train
employees & pariners
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“All organizations are perfectly designed to get the resulls they get”

- ‘ér
~Security
Resiliency

Design Elements

Structure Rewards
Does the structure permit theright ... Are the desired behaviors rewarded

people to work fogether on the fas - or punished<¢ Are undesired behaviors
rewarded or punished?

Tasks | 1 Decision Making
Are specific tasks clearly identifie CULTURE Do decisions reflect knowledge,
which will lead to achieving the Critical behaviors - experience and a ‘bias for action’

strategy and goalse

People

: : Information
Do people have the skills to do the job?

Is the information available?




Organization Design

What needs to be frue to enable the strategy &
actions to be successfully applied

Outsourced Services / Security

Expertise 3d Parties

Operations

Asset Incident
Management cover ReSpons?
& Protection & Forensics

Cybersecurity
Framework

Governance
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¥l gcenario 1: Insider Threats
Scenario 2: Malware Infection
TS , :
AT Scenario 3: Nation State Attack
L /| e H i
2 “;‘ Scenario 4: Accidental Compromise

%% | Scenario5: Social Engineering Attack
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The roadmap to cyber security resiliency

RISK ASSESSMENT

RE-ASSESS & RENEW < )= SELECT SOLUTIONS

DEPLOY & MONITOR ﬁf[ i ORGANIZATIONAL DESIGN

24 Engage Organization and implement solutions with
governance, controls & continuous monitoring

05/05/2025
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Engage the organization’s heart & mind

S
> Qyéer

Security
Resiliency

>CONSEQUENCES /

Security must be foundational, just like safety and quality.

Vulnerabilities Behaviors

CONTROL

= 1

Security

CONTROL

« Infrastructure » Governance &
« Applications Policies

« |dentity & Access  « Capability
Management « Incident Response

Safety Quality

= Our physical and cyber security starts
= Every security incident & business di
and should be prevented.
=t is everyone's responsibility to improve our
systems to protect vital information.

PS SECURITY PYRAMID
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CREATING AWARENESS THAT CHANGES EMPLOYEE BEHAVIOR including THIRD-PARTIES

[ | [ |
Security Security Security
threat learner champion \/‘

Important Steps
to Protect Your Site
[Translate t

~=Security
Resiliency

ne has an important role in keeping our site secure

JAMES SMITHSON
.. To raport any suspicious aclivity or thraats, =
contact securityincident@pg.com. Sue Opper Securty

@ [amaiata 1 local rmeseet

Bo on guard against phishing emails and suspicious
links or attachments and avoid personal use of our
business technology.

rmation 4

rces have access.

ampany technolagy
incidental personal use that does.

knowm callers

Alert your Incident Response Team —  If you see any potential problem - a
your Site CSL or ITOT Leader - when broken gate, a burned-out parking lot
you have a concern or issue about light, or a door left open: Report it to
information or cyber security. your site's PSL.

Support your securty team and take action
1o protect your site

To report any suspicious activity or threats

contact securityincident@pg.com.

Your Site Security
3 sacurlty
Foc more Information, vt pgsacurity.pg.com 0)@ Team in Action
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The roadmap to cyber security resiliency

RISK ASSESSMENT Wb B BUILD STRATEGY

RE-ASSESS & RENEW | ) SELECT SOLUTIONS

Calibrate against established AL
practices & Standards and improve \

— ' T
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DEPLOY & MONITOR S P ORGANIZATIONAL DESIGN

27
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Achieve the desired Outcome |uptiliie

FEDERALE DE LAUSANNE
External cyber security maturity assessment and benchmarking

—X
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Qyéer
Security

Resiliency

I ITand OT Domains I

NIST Cyber Security Framework
groeyeong : Maturity Levels

Batvenr
Tov nicerert
(L2 1Y)

- Optimal
Managed
Defined
Ackmowledged
Innteal

- Non-existent

Megatce
maw|

Deteczon
ol et

ok 0P

~8— Target Score

sl ol iy SCOfR

g~ xuce Scone
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