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“If you think technology can solve your security problems, then
you don't understand the problems and you don't understand the

technology.”

Bruce Schneier




W y and how doés a Breach happen?
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Basic Risk Based Approach

Cyberhygiene

‘ And you’re off to a good start «/ ‘

IAM & PAM Patching Remote Work Vulnerability Mgmt Usability Detect & Respond
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Welcome Hannes Brunner




Friday, 24 March 2023

] Hackerang riff trifft verschiedene Systeme

der NZZ und CH Media

CH Media

Switzerland
chmedia.ch nzz.ch vsdruck.ch azmedien.ch
© views: 1278
amount of data: 777 gb
added: 2023-04-12
publication date: 2023-04-24

information: CH Media is @ Swiss media company which was founded in 2018 as a joint venture of the AZ Medien and the NZZ Media Group.

comment: Private and personal confidential data, projects, payrol, employee information and etc.



Crisis Management

First Response Detection & Response

— Initial Alert — Level of preparation — Role of internal and

— Emergency Response — Containment & external

— War Room Situation |solation Communication?
— Forensics — Response from Senior
— Double Extortion Management

— To pay or not to pay?




Response & Recovery

— From Red Zone to — How did the attackers
Green Zone proceed?

— Rebuilding the — Missing or
infrastructure circumvented defenses

— Signal to noise ratio




Distribution of the Ransomware

24.04.2023 morning

to 23.04.2023 24.04.2023 5:00
Detection: Isolation:

Trigger pulled: :
Initial attack unclear, First alarms in Ransomware is triggered, Encryptions Disconnect networks, stop server,




Establishment of two Green zones in parallel to Red zone

Green
Zone
CHM

29.03.2023

Einzug CH Media

Ausbau zum Vollausbau

Vollausbau

Green
Zone
NZZ

Ausbau zum Vollausbau

Vollausbau

Red
Zone

GAP gegeniiber
Normalzustand

Woche 1

Restore
MVP

Woche 2

Vollausbau

Woche 3

Woche 4

Woche

10



Lessons Learned & Fun Facts

What has changed and is changing?

What level of Security can you
reasonably enforce?

How did some customers respond?

i Managing |
Security

1"



And why it‘s all about Risk Management

Controls that effectively cover People, Processes & Technology

Complex Business Return on Preparation
Environments vs Security Investment?

User Experience

N I

Security Incident Response Plans
as Business Enabler BC /DR

As simple as possible

100 + employees Balancing Priorities St o Sk




Thank you and Q&A

Join us at Booth 3 for an in-depth exchange

Hannes Brunner Stefan Dydak
Chief Information Security Officer Head of Security Consulting
hannes.brunner@chmedia.ch stefan.dydak@adnovum.ch

N

adnovum And your digital business works
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