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Innocentia Yebuah is a Crisis Consultant at HOLIS, specializing in enterprise solutions for crisis and incident
management. With over five years of experience in the field, she has guided organizations within the aviation,
telecommunication industries as well as public institutions through complex crisis preparation and the piloting
of crisis units using innovative software solutions. She is passionate about topics on digital transformation and

being human in the age of Artificial Intelligence.



Who are we?

Incident management solutions backed by over 30 years of
experience in aviation and real-world crisis response.

Designed to tackle the challenges of training, notification,
mobilization and collaboration faced by today's crisis teams.

Intuitive solutions adaptable to different crisis response
configurations and maturity.

Used by public and private sector crisis teams
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Some risks MUST lead to
crisis preparation...

Direct impact

Convergent Risks

Cascading effect

O
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Managed Risks Crisis Situations/Scenarios



Today's risk-crisis context

Global Risks Report 2023 WORLD
ECONOMIC

Global risks landscape: FORUM
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Anomalies, major incidents, crisis, what difference?
® Existential impact

® Extraordinary
pressure,
uncertainty,
complexity

® Strategic response

® Rare event

Low Impact

Low complexity
Operational response
Frequent event




Specialised Organisational Structure

Strategic

® Focus on long-term impacts

® High level decisions: stakeholder management,
PR, legal
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® Position/reputation preservation
Information &

Decision Flow

SILVER
(TACTICAL)

MAKES IT
HAPPEN

SUPERVISOR / MANAGER

® What & Why
>

CARRIES OUT
THE TASKS

Operational

FRONT LINE STAFF

) ® P

<
INSIGHT
fromthe EPC

® Immediate tactical response

© Emergency Planning College

® |ogistics, response plans, mobilise resources
® Contain and control

® How & When
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Agile feedback loop of Information-Decision-Actions

The crisis team feeds the
crisis logbook

HOLIS Labels ~

G5 Information/Situation (tociores)
Display groups

<) Crisis Meetings reports +

Vestibulum condimentum, mauris eu cursus iaculis, felis velit
volutpat dui, vel dignissim ipsum velit ac risus.
5information Vv

o] 2

2145 Integer convallis, neque mattis consequat iaculis,
Pa  estnunc pretium velit.

v

<) Commercial issues +

Aenean vel vulputate leo, sit amet varius mauris. Nullam tempor
risus vel nisi eleifend.

Sinformation

- ERD

su4s  Integer convallis, neque mattis consequat iaculis,
B est nunc pretium velit.

-21:45
oo [evo] £
ilﬁzﬁ Etiam eget ante maximus, volutpat augue ac.

- ERD
Aenean vel vulputate leo, sit amet varius mauris.
Nullam tempor risus vel nisi eleifend.

v

&) Authorities actions +

Integer convallis, neque mattis consequat iaculis, est nunc

v ol apps.com

| UncHeckep carps || PINNED caRDS

CYBER - CYBERATTACK SUSPICION (Activation : 27/05/24 17:47)

Display groups

- ERD
Cras elementum varius libero quis vulputate.
Phasellus ullamcorper orare semper.
Pellentesque in elit tempus, lobortis lectus vitae.

<] Customers feedback +
Integer convallis, neque mattis consequat iaculis, est nunc
pretium velit.
4 decisions Vv
——— ero| ()

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Donec tempor.

Action Plan +

Aenean vel vulputate leo, sit amet varius mauris. Nullam tempor
risus vel nisi eleifend.

4 decisions V'
[<~.] External communication +
Integer convallis, neque mattis consequat iaculis, est nunc
pretium velit.
4 dedisions v
—— ® ewo]

Morbi pretium scelerisque ligula, id rhoncus urna
pellentesque eu. Morbi diam purus, placerat vel
tortor in

-21:44

SINGLE FLOW [Searcn

s @ P Dedsions/Adtions warion) O s @ 5 summary/Briefing

= [ Email Servers status 19:44z2 ~®

= » Impacted people 19:44Z <O

Ransomware attack

© ERD Philippe BARDON A

Ut et tellus vel massa consequat varius vl vitae felis
Nullam porta diam velit

Pellentesque auctor lorem lacus

Ut et lectus erat

Nullam porta diam velit

Nulla facilisi

Pellentesque auctor lorem lacus

Ut et lectus erat

Ut et tellus vel massa consequat varius vel vitae felis
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Situation is analysed,
ummarised and decisions
are taken in crisis
meetings.
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A
Intensity :

[ Incident context ]

Preparation

Insufficient
training

Unclear exercise/
incident-based
insights for
Improvement

Crisis Management Team (CMT) challenges

Decision issue

Coordination Issue

Time Zero Management phase Towards return to normal

Unclear strategy/methodology

No action plan progress visibility

Simultaneous crises difficulty

Poor coordination with remote actors and stakeholders




A
Intensity

[ Incident context ] f

Preparation

HOLIS
Improves team
progress during
CrisSIS exercises

Crisis Management Team (CMT) empowered

Information management

Decision/Strrategy

Time Zero Management phase

Immediate information access

Published strategy/methodology

Real time action plan progress

Simultaneous crises available

Constant coordination with remote actors and stakeholders

Towards return to normal

Time consuming event summary

Comprehensive history
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Teams report internal
production systems
access issues

¥ﬁ/

\
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Timeline of Cyberattack on Multinational with HOLIS

Ransom messages
appear on affected

_ computers )
CMT and HOLIS logbook
activated

|

\_

managers with HOLIS

Go-Crisis

/ R
Reports escalated to SOC and

)

Situation progress

Crisis Response with HOLIS




ASSESSMENT

HEALTHCARE IT

IT system failure

Exercise

How long has the IT system outage
lasted?

MORE THAN 5 HOURS

3-5HOURS

1-3 HOURS

LESS THAN 1 HOUR

Which patient care is impacted?

CRITICAL CARE AFFECTED

C DELAY IN NON-CRITICAL CARE )

MINIMAL IMPACT ON PATIENT CARE

Which internal service is
impacted?

Assess Situation, Mobilise Team

SUMMARY

Real event

Situation requires immediate
action

Description :

Critical IT system outage. Primary servers inaccessible
since 2am.

Consequence :

3 critical services affected. Impact on out-patient and
critical care. Potential hardware failure in server clusters.

,0

CRITICAL THREAT
(Q1) Outage duration : More than 5 hours
(Q2) Patient impact : Critical care affected

(Q3) Affected service : Electronic Health

v

Notify management...

O ©2024 — Tous droits de reproduction réservés

TEAM ALERT

Exercise

Crisis team members

Activate crisis and notify

@ Crisis Director

(“') Philippe BARDON (OCC)

@ Finance

() Manager GOCRIsIS

@ Legal/Insurance

@ Innocentia YEBUAH

@ PR & Communication

@ Philippe BARDON (OCC)

@ Innocentia YEBUAH

@ OCC

NOTIFICATION

GO CRISIS

@ EXERCISE ALERT : Innocentia
YEBUAH has assessed a situation that
may require a crisis unit to be set up

Acknowledge receipt of this message
with this link

https://ZZZ .holis.app/goconfirmuser?
userEmail=inno.yebuah%40holis-
apps.com&assResultld=josjagdWG7&a

ppld=JNhAsOp27n6DpW4jPPWFFEVV-

LOxrOo8fdO8iFNT6&jsKey=Tv0Oyg-
GQq4706xP2jYCn2GhxnrDjp76j-
RYEcwmnCF&lang=en

Contact this person to understand the
situation.

@ EXERCISE ALERT: Go immediately
to the crisis unit

Une cellule de crise vient d'étre
ouverte par Innocentia YEBUAH.

Accusez réception de ce message
avec le lien:

https://ZZZ.holis.app/
goactiveeclconfirmuser?
userEmail=inno.yebuah%40holis-
apps.com&assResultld=josjagdWG7&a

MOBILIZE

Innocentia YEBUAH triggered a crisis situation on 17/04 19:41

Please indicate whether you are available or unavailable.

AVAILABLE UNAVAILABLE

Contact:

Name: Innocentia YEBUAH

E-Mail: Inno.yebuah@Holis-Apps.com
Phone: +336 4250 9638

Situation description: Summary of questions:
Description :  Aircraft skid off the )
runway A upon landing CRITICAL LEVEL

Consequence: Flight HOL 1234 has (Q4) Network disruption :

veered off the
runway A. Impact on
scheduled flights.

Yes
(Q5) Root cause : Software

ppld=JNhAsOp27n6DpW4jPPWFFEVV-

LOxrOo8fdO8iFnT6&jsKey=TvOyg-
GQg4706xP2jYCn2GhxnrDjp76j-
RYEcwmnCF&lang=en&activationDate
=2024-04-17T17:41:07.457Z.

O mmminmantav At tmimmal da Aviaa X

-

issues

HIGH LEVEL

(Q2) Patient impact : Delay
in non-critical care

MEDIUM LEVEL

(Q1) Outage duration: 1-3
hours

(Q3) Affected service :
Diagnostics Imaging
Services

Leaders notified:
« Philippe BARDON (OCC)
¢ Innocentia YEBUAH



Timeline of Cyberattack on Multinational with HOLIS

-
IT

4 )

Teams report internal
production systems

\_

projects impacted

\
Manager and CISO

informed of vital

accessissues

L_/ /

Ransom messages
appear on affected
computers

\_

activated

{CMT and HOLIS Iogbook}

managers with HOLIS
L Go-Crisis

/Reports escalated to SOC and h

4 N

ANSSI and external
cybersecurity

investigators contacted

- /

|

Multiple branches
impacted

[ Data leaked online ]

[ Media pressure ]

Initial FISA assessment by
CMT

J

-

N

~

Initial information on

departmentsimpacted

logged with photos of
messages

J

-

HQ and branch crisis cells

share operational picture on

N\

HOLIS )

finalised

{ CSIRT investigations }

|

Updates continually shared
by all

|

Status meetings with
Executive Committee using
L automated briefs

J

|

BCP is activated directly in
HOLIS

|




Shared situational awareness

HOLIS PROSPECT Labels ©

‘ UNCHECKED CARDS ‘ ‘ PINNED CARDS H SINGLE FLOW ‘(Search

CYBER - CYBERATTACK SUSPICION (Activation : 27/05/24 17:47)

(=5 Information/Situation (Local Tomes)

Display groups

>, @ P Dedisions/Adtions (ocitone) O

&%) Crisis Meetings reports +

Vestibulum condimentum, mauris eu cursus iaculis, felis velit
volutpat dui, vel dignissim ipsum velit ac risus.

5information W

ERD| A

;1._45 Integer convallis, neque mattis consequat iaculis,
pB‘ est nunc pretium velit.

Vv

’,) Commercial issues +

Aenean vel vulputate leo, sit amet varius mauris. Nullam tempor
risus vel nisi eleifend.

5information W

- ERD
o0 . . . .
21:45 Integer convallis, neque mattis consequat iaculis,
PB est nunc pretium velit.
-21:45 V
ve ERD| A
21:45 Etiam eget ante maximus, volutpat augue ac.
PB
Vv
D e ERD
;1._44 Aenean vel vulputate leo, sit amet varius mauris.
PB Nullam tempor risus vel nisi eleifend.
Vv
"] Authorities actions +

Integer convallis, neque mattis consequat iaculis, est nunc

Display groups

- o ERD

Y Cras elementum varius libero quis vulputate.

21:45 Phasellus ullamcorper ornare semper.

PB . . .
Pellentesque in elit tempus, lobortis lectus vitae.

> €@ & Summary/Briefing

v
"] Customers feedback +
Integer convallis, neque mattis consequat iaculis, est nunc
pretium velit.
4 decisions WV
- a» a» ERD %
;1._45 Lorem ipsum dolor sit amet, consectetur
PB adipiscing elit. Donec tempor.
v
&*,] Action Plan +

Aenean vel vulputate leo, sit amet varius mauris. Nullam tempor
risus vel nisi eleifend.

4 decisions WV

.| External communication +

Integer convallis, neque mattis consequat iaculis, est nunc
pretium velit.

4 decisions WV

@ ERD

) Morbi pretium scelerisque ligula, id rhoncus urna
21:44 pellentesque eu. Morbi diam purus, placerat vel
PB .

tortor in

-21:44

|& Generate briefing

Q Assets o

© ERD Philippe BARDON '\.

19:447 «

e Ut et tellus vel massa consequat varius vel vitae felis

= [&J Email Servers status

¢ Nullam porta diam velit
e Pellentesque auctor lorem lacus
e Ut etlectus erat

LAN Domain LAN-to-WAN

Doamain
User | Workstation

s ‘__,
Server
Firaweall
Domain Domain
m_. 5> <J
o n|m R
|

Computer | Switch Router

' Firaiall-Router

Remote Access Domain '
« P &
=

[ >

¢ Application
& g — A Mainframe* o
= tern

and Web
Servars

System/Application
Domain

CompLiter

*Note: Used for bulk data processing requiring massive throughput

E)-) Impacted people 19:447 .

e Nullam porta diam velit

e Nulla facilisi

e Pellentesque auctor lorem lacus

e Ut etlectus erat

e Ut et tellus vel massa consequat varius vel vitae felis

Qe EAN /N
/ N
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Strategic overview

CYBER - CYBERATTACK SUSPICION lun. 2()-132

Ouverture : 27/05/2024 15:471
e Ut et tellus vel massa consequat varius e Nullam porta diam velit * Pellentesque auctor lorem lacus e Etiam a maximus libero, sed dictum
vel vitae felis e Nulla facilisi e Nullam porta diam velit est
* Nullam porta diam velit e Pellentesque auctor lorem lacus e Nulla facilisi * Pellentesque auctor lorem lacus
* Pellentesque auctor lorem lacus e Ut et lectus erat e Ut et lectus erat
o Ut et lectus erat o Ut et tellus vel massa consequat varius » Ut et tellus vel massa consequat varius
g | [ vel vitae felis vel vitae felis

Domain

NE
> — — Do in
Server g

| user Workstation Firewall
Domain Domain v

v N
| [ Y g
B iy

%S
Computer Switch

e Nullam porta diam velit
e Nulla facilisi

Router
A Firewall-Router

0 -9

Application
Mainframe* ¥ :ﬁdWeb

Servers

Remote Access Domain

System/Application
Domain

Operations Status Inernet Connexion status

*Note: Used for bulk data processing requiring massive throughput

* Pellentesque auctor lorem lacus e Etiam a maximus libero, sed dictum e Nullam porta diam velit
e Nullam porta diam velit est e Nulla facilisi
* Nulla facilisi * Pellentesque auctor lorem lacus * Pellentesque auctor lorem lacus
e Ut et lectus erat e Ut et lectus erat
e Ut et tellus vel massa consequat varius e Ut et tellus vel massa consequat varius
vel vitae felis vel vitae felis
* Nullam porta diam velit
e Nulla facilisi



Tactical action plan execution

Crisis Situation Loghook Crisis Team Messages

Aircraft Accident / Serious Incident
(17/11/23 14:072)

Aircraft skid off the runway at landing

PB Passengers are currently evacuated

Documents & Information o

ERD Decisions €

ShortData @
Crisis Director (ERD) : Innocentia YEBUAH = Crash Site .
uh ORY 15/12
09:50Z
= Crisis Director X Iy
Innocentia
= Crash Time ’
17/11 15:39Z
= Passengers ;B
TBD
=  NuméroERD X
+33680037438
= Crew
2+8

A

Arrange internal briefing for 1800Z

This is a decision

Next CMC briefing at 12457

Tasks/Functions Status €3

No task has been done

No task has been done

No task has been done

No task has been done

All tasks are done

ERP MANAGEMENT BACK OFFICE OPERATIONS

°
07/12 Accident City Contact
12102 Number
PB D e O
°
08/12 Staff Notification
14:157

(]
° - a»
03/05 Last Command Briefing
07:55Z
PB B

- a» -

. [ | [ [] 1 "

e
08/12
14.577

Go-Team Financial

Support
B

Command Center COM/IT
equipment checked

B

Website capacity checked
B

24/04
14:347
PB

13/03
17:03Z
PB

Support of surviving crew

is organised

B

Crew Status

B

Maintenance Records

B

15/12 Last Press Released

09:507

Iy » B @ [
[ ]

° CEO Press Briefing
[ X ]

¢ Last Internal Statement
[ ]

¢ Last Local Statement
b oD

o

AAaAlia Ciiida A mmiAlAamd ity

° Corporate Receptionist
Briefing
[ ]
° TEC Briefing
[
°

Family Assistance Team

-
° : .
Special Assistance Team
® -l ) ;G
14/04

DarcrrcranAanr NManifact

ESS & MEDIAS PAX & FAMILIES
[ ] [ N ]




Al at the heart of future innovations

® Integrated real-time monitoring H MISTRAL
Al

® Automated situational assessment

® Data summary ,ﬁ COleOt

® Simulated impact monitoring with

predictive analysis @OpenAI
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