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AGENDA

What is it about?

How to use in Crisis Management?

Practical Exemple: Political Elections 



Risk-!n 2024

How familiar are you with the concept of 
weak signals in crisis management?

Options:
 Very familiar, I use it regularly in my work
 Somewhat familiar, I've heard of it but 

don't use it often
 Not familiar, this is new to me

Have you ever participated in scenario 
modeling exercises for crisis preparedness?

Options:
 Yes, frequently
 Yes, a few times
 No, never

QUESTION
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"Humanity now resides in a network of 
interdependent systems, and any crisis in 
one of these systems will lead to a crisis 

in all the others.“

E. Morin, "On Complexity"
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KEY DEFINITIONS

Signals Reading

“Signal reading is the process 
of monitoring and analysing 
early warning indicators to 
detect potential threats.”*

Scenario Modelling

“Scenario modelling is the 
creation of hypothetical 

crisis (…) to strategise for 
potential crisis situations.”*

*Source: ISO22361.2022
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(Weak) Signals

Systemic Risks

Scenario Frameworks

Early warnings

Possible Situation development

Public Perception

Crisis resurgence

New Ecosystem

Decision effectiveness
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FROM SURPRISE TO PREPAREDNESS

« We have the right to be astonished, 
but not to be surprised ! »

General J-C. GALLET
Ex Cdt BSPP

Michelin Group CSO
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Etymology of Signal
From Latin SIGNUM
“Mark, Seal, Omen, Imprint“*

What are "Weak Signals"?
Early, subtle indicators of potential crises. 
They often appear as minor anomalies or 
unusual patterns that deviate from the 
norm.

Why are Signals “Weak”?
o Often overlooked
o Hint emerging trends of changes
o Low intensity and/or unusual nature

CM WORKSHOP – WEAK SIGNALS & SCENARIO MODELING

(WEAK) SIGNALS

*Source: Oxford Dictionary

Key Pitfalls to avoid:
 Mixing Signals & Triggers
 Signals are neutral indicators
 Triggers are signals put into context 

to reveal critical disruptions
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EXAMPLES OF CATEGORIES & SIGNALS

Security and conflict indicators Increased bomb threats in metropolises; Increased border security measures; Escalation of ethnic tensions in a region; Cyber attacks 
targeting national infrastructure; Violent demonstrations against the government;…

Environmental Indicators Increasingly out-of-control forest fires; Rapidly decreasing water levels in dams; Rising average annual temperatures; Frequent and 
severe weather anomalies; Air pollution reaching critical levels;…

Socio-Economic Signals Sudden rise in unemployment; Sharp fall in the national currency; Rapid rise in inflation; Massive closure of local businesses; Growth of 
the informal economy;…

Political and Regulatory 
Changes

Enactment of laws restricting fundamental freedoms; Sudden changes in political alliances; Government instability or frequent regime 
changes; Adoption of protectionist measures impacting international trade; Increased restrictions on the use of Internet;…

Public Health and Ecosystem 
Indicators

Repeated outbreaks of unknown diseases; Resurgence of eradicated or controlled diseases; Water pollution threatening aquatic 
ecosystems; Decrease in biodiversity in critical areas; Increase in dead zones in the oceans;…

Media and Public Discourse Propagation of fake news on social networks; Increase in anti-government sentiment in the media; Increased censorship and state control 
of information; Polarisation of public opinion on divisive subjects; Rise in power of organized online social movements;…

Technological Rapid changes in trendsetting technologies; significant R&D investments in specific areas; sudden introduction of disruptive products; 
unexpected withdrawal of established technologies; abnormal fluctuations in developer forum activities;…
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CHARACTERISTICS OF 
WEAK SIGNALS

DELAY
Describes something that 
is not yet significant but 
requires time to mature

SIGNIFICANCE
Describes something that 

may have an impact on the 
future

CHALLENGE
Forces one to challenge 

existing assumptions and is 
therefore often difficult to 
detect or easy to overlook

SURPRISE
Is surprising to its 

interpreter

NOVELTY
An indicator of something 
new or a new perspective 

on a known subject

DECODING THE HIDDEN CLUES:
CHARACTERISTICS OF WEAK SIGNALS
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2007-2008 SUBPRIMES

WEAK SIGNALS FROM PAST CRISES

Rising Default Rates on 
Subprime Mortgages

Overvaluation of 
Asset Prices

High Leverage in 
Financial Institutions

Innovative but Opaque 
Financial Instruments

Deregulation and 
Lack of Oversight

COVID-19

Unusual Cluster of 
Illness or Disease

Increased Demand for 
Healthcare Resources

Warnings from Health 
Monitoring Systems

Rapid Spread of 
Misinformation

«The Big Short», 2015
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Different categories 
Highlight signal clusters 
Assess potential impact

Scenario Modeling
Early warning system
Mitigation measures
Response trainings

Variety of sources
Internal discussions

Expert panels 
Media monitoring

Individually / Collectively
Considering perspectives

Examine interactions 
Visualize it!

MASTERING WEAK SIGNAL DETECTION:
A STEP-BY-STEP APPROACH

Gather

InterpretPackage

Integrate

Key Pitfalls to avoid:
Over-Reliance on a single info source
Underestimating the Impact
Lack of coordination/communication
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Which of the following signal detection methods does your organization currently 
utilize?

Options:

 Early Warning Systems (e.g., Data Analytics and AI)
 Environmental Scanning (e.g., External Sources Monitoring)
 Internal Communication Channels (e.g., Internal Surveys)
 Cross-Functional Teams (e.g., Risk Committees)
 External Advisors and Consultants (e.g., Intl SOS Advisory)
 None of the above

QUESTION
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SIGNALS DETECTION METHODS

Early Warning Systems (i.e. Data Analytics and AI)
o Pitfall: Don't rely solely on automation without human oversight.

Environmental Scanning (i.e. External Sources Monitoring)
o Pitfall: Avoid information overload; filter and prioritise data.

Internal Communication Channels (i.e. Internal Surveys)
o Pitfall: Don't ignore survey results; it leads to disengagement.

Cross-Functional Teams (i.e. Risk Committees)
o Pitfall: Avoid siloed thinking; ensure regular, clear communication.

External Advisors and Consultants (i.e. Intl SOS Advisory)
o Pitfall: Don’t rely too much on consultants; build internal capabilities.
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RISQUES SYSTEMIQUES
SCENARIO MODELING
What is Scenario Modeling?
o A strategic tool for anticipating potential crises
o Develops hypothetical scenarios using identified 

weak signals
o Maps out possible crisis trajectories
o Considers diverse elements and interactions
o Helps to develop effective preparedness and 

responses strategies

Structure of a Scenario
1. Context (Histiorcal & Current)
2. Triggers & Chain reaction
3. Stakeholders involved
4. Impacts
5. Dilemmas
6. Timeline (Temporality)

Nota Bene
Scenario modeling is distinct from scenario-based 
planning. It focuses on identifying and monitoring 
triggers to detect potential issues.
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MODELING FRAMEWORK

Context Brief description of historical background, current status

Triggers

Stakeholders

Impacts

Dilemmas

Timeline Months Weeks Days

Trigger

Trigger

Trigger

Trigger

Trigger
Trigger TriggerTrigger

Stakehol. A
Stakehol. A

Stakehol. B

Stakehol. A

Stakehol. B

Stakehol. C

Stakehol. E

Stakehol. A

Stakehol. D

Stakehol. E

Stakehol. A

Stakehol. C

Stakehol. F

Stakehol. A

Stakehol. C

Impact Impact Impact Impact Impact Impact

Dilemma Dilemma Dilemma Dilemma Dilemma
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o Red beans are a staple in many Congolese 
households and are key in local cuisine and 
agriculture.

o In 1997, a friend working on guerrilla conflicts in 
Congo noticed a pattern: women stockpiled red beans 
before wars.

o This behavior consistently preceded conflicts by 1 to 2 
weeks.

o By understanding and contextualising this signal, it has 
made it possible to protect civilians who would 
normally travel to a future war zone.

o Recognising such patterns provided him with early 
warnings for better conflict preparation and response.

RECOGNISING WEAK SIGNALS:
REAL LIFE EXAMPLES

Red Beans in RDC
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CASE STUDY: BATACLAN ATTACKS 2015
State-of-the-art practical Weak Signals & Scenario Modelling integration
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What do you find most challenging about incorporating signal reading into your crisis 
management strategy?

Options:

 Identifying relevant signals
Monitoring and analyzing signals
 Integrating signals into decision-making
 Training team members on the importance of signals
 I haven't tried incorporating signal reading yet

QUESTION
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PRACTICAL EXAMPLE: POLITICAL ELECTIONS



Risk-!n 2024

Have you focused on preparing for the eventualities and potential global impacts of the 
US 2024 elections?

Options:

 Yes, I've been focusing on it extensively.
 Somewhat, I've given it some attention.
 No, I haven't focused on it.
 Not applicable, I'm not involved in this area.

QUESTION
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PRACTICAL EXAMPLE: US ELECTIONS 2024

DRIVERS

o Candidates

o Information environment

o Global conflicts

o Wedge issues

o Economy

o Public Sentiment & Engagement
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CATEGORIES & SIGNALS TO CONSIDER 
(NON EXHAUSTIVE)

Security & Conflict
o Cyber attacks targeting election infrastructure.

o Violent demonstrations against the government.

o Increased recruitment by extremist or militant groups.

Media &           
Public Discourse

Political & 
Regulatory

Socio-Economic

o Propagation of fake news on social networks.

o Increased censorship and state control of information.

o Polarisation of public opinion on divisive subjects.

o Sudden or drastic changes in government policies.

o Implementation of ad hoc restrictions to limit civil liberties or rights.

o Increased restrictions on the use of Internet.

o Rapid increases in unemployment or underemployment.

o Sudden changes in housing markets or food prices.

o Decreases in foreign investment or significant fluctuations in stock markets.
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Based on this presentation, what are the next actions you want to undertake within your 
Organisation to best prepare for possible upcoming critical Elections ?

Options:

 Enhance Weak Signals Reading and Analysis
 Conduct Crisis Management Training
 Develop and Update Crisis Management Plans/Protocols
 Strengthen Communication Strategies
 Other (use ChatBox)

QUESTION
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CRISIS MANAGEMENT MASTERCLASSES

Locations:
Paris (French) June 4th - 5th

Geneva (English) June 19th - 20th 

London (English) Sept 24th – 25th

Stockholm (English) Oct 8th – 9th

Frankfurt (German) Nov 13th – 14th

Facilitator: Gautier Porot

Duration: 2 Days

Audience: Beginners – Experts – Amateurs

Programme: Fundamentals; ISO22361; 
Methodology; Case Studies;
Crisis Simulation
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Contact

Let’s connect on 
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